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Overview

A comprehensive, turn-key solution for secure
data acquisition and exchange, providing flexible
orchestration and intelligent routing of
information flows across your energy assets.

Composition of the solution is determined by 
enterprise needs and provides the following 
functionality:

• Secure reception, exchange and retransmission 
of telemetry data and remote control 
commands from various devices and data 
acquisition systems

• Secure data exchange between control centers 
and energy enterprises

An integrated solution for secure data collection 
and exchange, flexible organization and routing of 
information flows at energy facilities

• Enabling secure remote control at critical 
infrastructure facilities.
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RECEPTION, EXCHANGE AND 
RETRANSMISSION OF TELEMETRY
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• Enabling telemetry data exchange with any SCADA, 
FEP, RTU or CCPP systems, regardless of vendor

• Organizing telemetry information exchange in 
compliance with cybersecurity requirements, utilizing 
intermediate access layers (DMZ)

• Retransmitting telemetry data and remote control 

commands to neighbor control centers without data 
modification

• Converting data packets between various digital 
telemetry protocols

• Enabling data acquisition from AMI (Advanced 
Metering Infrastructure)

Problems Solved

4
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Functional Capabilities

• Support for international digital data 
exchange protocols

• Handling large volumes of simultaneous 
telemetry streams

• Secure retransmission of remote control 
commands

• Configuration directly within the SCADA 
environment

• Advanced monitoring capabilities for 
incoming and retransmitted telemetry and 
remote control commands

• Data buffering during communication link 
interruptions with the receiver

• Hot-standby hardware with instant, 
seamless failover
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SECURE REMOTE CONTROL



© Монитор Электрик
7

Problems Solved
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• Enabling secure remote control at critical 
infrastructure facilities:

o Multi-factor authorization of remote control 
commands issued from control centers

o Separation of the remote control command 
confirmation mechanisms from the 
operational process control loop

• Reducing the scope of systems subject to 
categorization, and lowering the critical 
information infrastructure (CII) category 
assigned to the operational process control 
system and its individual components
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Process Description

• Remote control commands are issued via the 
familiar SCADA dispatcher interface

• The issued command is forwarded to the secure 

CII protection circuit, where it is automatically 
cross-referenced against directories of 
permitted MAC addresses for available remote 
commands

• On a dedicated (auxiliary) device, the content of 
the remote control command is displayed for 
subsequent verification and authorization by the 
dispatcher

• Dispatcher identification is performed using a 
hardware token (USB token, smart card, or other 
key storage device)

• Bulk remote control operations are supported 
(e.g., switching orders)



© Монитор Электрик

com




